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© 000 "KPUNTO-MPO", 2000-2013. Bce npaBsa 3aliMLleHbl.

ABTOpPCKME npaBa Ha CpeAcTBa Kpuntorpaduyeckon 3awmnTbl MHGOpMaLMK Tuna
Kpuntolpo CSP wn 3kcnnyaTauuOHHYK AOKYMEHTauul 3aperucTpupoBaHbl B
PoccuinckoM areHTCTBe Mo naTeHTaM M TOBapHbIM 3HakaM (PocnaTteHT).

[OKyMeHT BXOAUT B KOMMJIEKT MOCTaBKW nporpaMmmHoro obecneyeHuns CK3U
Kpuntolpo CSP Bepcun 3.6.1; Ha Hero pacrnpocTpaHSalTCsa BCE YC0BUSA
JIMLEH3MOHHOr0 cornaweHus. bes cneumanbHOro MUCbMEHHOrO paspelueHunst
000 "KPUMAOTO-MPO" AOKYMEHT WMAW €ro 4acTb B 3/IEKTPOHHOM WAW MeyvyaTHOM
BWAE He MOryT 6blTb CKOMUPOBAaHbI U NepeaaHbl TPETbUM IMLIAM C KOMMEPYECKO
uenbto.
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AHHOTaAUUS

HacTtoAwmnin [OKYMEHT COAEepXUT OnucaHue peanusaumm cpeactea Kpuntorpaduyeckon
3awmnTbl nHdopmaunm Kpuntollpo CSP Bepcumn 3.6.1 (CK3U XKTAN.00050-03) n cBepeHus o Tekyllem
COCTOSIHUM NPOAYKTa.

1. Ha3zHaueHne CK3U

CK3U XTAN.00050-03 obecneumBaeT BbINOSHEHWE CNEAYOWMX 3aLUNTHBIX DYHKUWA:

e aBTOpM3auuna u“ obecneyenHne ropm,qmquKon 3HAYNMOCTUN 3SNEKTPOHHbLIX AOKYMEHTOB
npu obMeHe UMW Mexay MoJib30BaTeNsIMU MOCPEACTBOM MCMOMb30BaHUS npoueayp hopMmpoBaHUsa m
npoeBepkn (c wucnonb3oBaHmeM cepTudumkaTos crtaHaapta X.509 YpocTtosepsiowero ueHTpa)
3/1eKTPOHHON NOAMNUCK B COOTBETCTBUM C OTEYECTBEHHbLIMU CTaHAAPTaMM:

FOCT P 34.10-2001. "WHpopmauymoHHass TexHosorus. Kpuntorpagpunyeckas 3awynta
uHpopmauun. lpoyeccbl GopMUPOBaHUS U MPOBEPKU 3/IEKTPOHHOM LM poBoi nognucm”.

FOCT P 34-11-94. "MHgopmaumoHHass TexHonorus. Kpuntorpagpuyeckas 3awynta
nH@popmaLnn. QyHKUNS X3LWNPOBaHUs".

e obecnedyeHne KOHOMAEHUMANBHOCTM WU KOHTPOAA  LENOCTHOCTM  MHdOopMauum
nocpeacTBoM ee WUdpoBaHMS W MMUTO3ALWMTbI, B COOTBETCTBMW C OTeYeCTBEHHbIM CTaHAApTOM
FOCT 28147-89 "Cucrembl 06pabotku nHeopmaunn. 3awmta kpuntorpagpuyeckas”;

e KOHTPO/b LEMIOCTHOCTU CUCTEMHOIO W MPUKIAAHOrO MPOrpaMMHOro obecneyeHuns Ans
€ro 3alWuTbl OT HECAHKLUMOHUPOBAHHOIO W3MEHEHMS WAM OT HaApyWeHWs MpaBUNbHOCTM
(YHKLUMOHNPOBAHNS;

e ynpaBsieHUA KNK4YeBbIMU 31EMEHTAMU CUCTEMbI B COOTBETCTBUU C pEr1IaMEHTOM;,

e obecneyeHne ayTeHTUdUKALMM CBA3bIBAIOLWMNXCA CTOPOH, KOHMOWUAEHUMANbHOCTU U
LLesIOCTHOCTU NepechbiyiaeMon MHOpMaLMn C UCMOb30BaHMEM cepTudmkaTos ctaHgapTa X.509;

e YCTaHOBNEHME QaYTEHTMYHOro 3alUMWEHHOr0 COeAMHEHUSs C  MCMNOoNIb30BaHMEM
npoTtokona Kpuntollpo TLS;

e 3awwuTa IP-coeamHeHnn ¢ mncnonb3oBaHueM npoTtokonos Kpuntollpo IKE, Kpuntollpo
ESP;

e obecneyeHne KOHPUAEHLNANBHOCTU M KOHTPOS LLEeNIOCTHOCTM M aBTopulauuns daiiios
M MHPOPMaLUMOHHbIX COObLWEeHNI;

e obecneyeHne ayTeHTMdMKaAUNK;
e obecneyeHune ayTeHTUdMKaums nosb3oBaTens B goMeHe Windows.

MpuMmeuaHume. IOpuanyeckas 3Ha4YMMOCTb 3/IEKTPOHHbLIX AOKYMEHTOB
obecneumBaeTcs 3a cyeT PpyHKUMoHupoBaHus CK3U n ncnonbzyemMoro coBMecTHO
C HuM YL, B cooTBeTcTBMM TpeboBaHusaMU, npeabsiBnseMbiMu  dDegepanbHbIM
3aKOHOM «06 3NeKTPOHHOW NOoAMUCK». Mpu aBTOMATUYECKOM CO34aHUM W
npoBepKe 3/1eKTPOHHAsA MNOoAMNUCb U CepTUdMUKAT KJkoYa MNPOBEPKU 3NEKTPOHHOMN
noanucu, copmmnposaHHbii YL, yaosneTBopstoT TpeboBaHUAM AAHHOIMO 3akoHa
Ans KBanuduumpoBaHHOM 31eKTpoHHOW noanuck (Ctaten 5, 12 3akoHa 06 2I1).

Ona  obecnedeHuns co3gaHuMsa  kBanudUUMPOBaHHOMW  noanuvcu B cpeje
(dYHKUMOHMpPOBaAHMSA  KOMMnekca cpeacrtea Ol AO/KHbI  yAOBNETBOPSTh
cneaywwmm TpebosaHmam GegepasnbHOro 3aKOHa «06 3N1EeKTPOHHOW NOAMUCU :

|..| e [MOKasbiBaTb MUy,  MOAMWUCHLIBAIOLWLEMY  3IEKTPOHHbLIA  [OKYMEHT,
= coaepxxaHme nHbopMaL MM, KOTOPY OH MOAMUCLIBAET;

e co3paBaTtb Il TOALKO nocne noAaTBepXAeHWs NUUOoM, NOAMUCbIBAKOLLNM
3N1EeKTPOHHbIN AOKYMEHT, onepaumn no cosganHuto 3M;

o O[IHO3HAYHO NokKa3blBaTb, YTo Il co3aaHa;
Mpwn nposepke 3l cpeactsa 3 [OMKHbI:
e 0KasblBaTb COAEpPXaHWeE 3/1eEKTPOHHOIO AOKYMeHTa, nognucaHHoro 3I1;

e nokasbiBaTb MHMOPMALUUIO O BHECEHUWU M3MEHEHMA B NoAnuCaHHbIn Il
3NEKTPOHHbIN AOKYMEHT;

o YKa3biBaTb Ha nnuo, C UCNOJIb3OBAHMUEM KJitO4a on KOTOpPOro nognumcaHbl
S/1EKTPOHHbIE AOKYMEHTHI.
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2. lporpaMMHoO-annapaTHblie cpeabl pyHKUMOHMpoBaHnsa CK3U

CK3U XTAKN.00050-03 dpyHKUMOHUPYET B Crieayowmx nporpaMMHo-annapaTHbIX cpefax:

Windows 2000 (ia32);
Windows XP/2003/Vista/2008/7/2008R2/8/2012 (ia32, ia64, x64).
Linux Standard Base ISO/IEC 23360 (ia32, x64), nporpaMMHO-anmnapaTHble cpeabl,
yaoBneTsopsowme ctaHaapTy LSB 4.x:
CentOS 5/6 (ia32, x64)
Fedora 16/17 (ia32, x64)
Linpus Lite 1.3 (ia32)
Mandriva Server 5 (ia32, x64)
Oracle Enterprise Linux 5/6 (ia32, x64)
Open SUSE 12 (ia32, x64)
Red Hat Enterprise Linux 5/6 (ia32, x64)
SUSE Linux Enterprise 11 (ia32, x64)
Ubuntu 8.04/10.04/11.04/11.10/12.04 (ia32, x64)
ALT Linux 5/6 (ia32, x64);
Red Hat Enterprise Linux Version 3 Update 3 (ia32, x64);
Debian 6 (ia32, x64);
FreeBSD 7/8/9 (ia32, x64);
Solaris 10/11 (sparc, ia32, x64);
AIX 5/6/7 (Power PC);
Apple i0S 4.2.1-4.2.10/4.3.1-4.3.5/5.0.1/5.1/5.1.1/6.0/6.0.1/6.0.2/6.1/6.1.2/6.1.3/
/6.1.4/7.0/7.0.1/7.0.2 (ARM);
Mac OS X 10.6/10.7/10.8 (x64).

3. UcnonHeHna CK3U

CK3U XTAN.00050-03 BbinyckaeTcsa B NATU MCNOSTHEHUSAX:

UcnonHeHmne 1 knacca 3awmtbl KC1 BbINOMHEHO B COCTaBe:

Kpuntonposanaep;
Kpuntogpamneep;
MoAy/1b ceTeBOM ayTeHTuduKkauum (TLS);

mMoaynb ayTeHTudukauum nonb3oBatens B AoMeHe Windows (B OC
Windows);

moaynb npoTtokonoB Kpuntollpo IKE, Kpuntollpo ESP (B OC Windows,
Linux);

mMoayb wudpyrowen dannosoit cuctemol Kpuntolpo EFS (OC Windows);
MoAy/1b noaaepXkn nHtepdgerica Microsoft CNG;

MoAy/b NoaaepXkn nHtepdgerica Mozilla NSS;

cepBucHble moaynu (cpverify, wipefile, stunnel)

n HYHKUMOHMPYET B NporpaMMHo-annapaTtHbIX cpegax n.2.

UcnonHeHune 2 knacca 3awmtbl KC2 BbINOMHEHO B cOCTaBe MUcCMonHeHus 1 ¢ gobaBneHuem

YTUAUTBI BblpabOTKN BHELUHEN ramMbl, N (PYHKLMOHUPYET B NporpaMMHoO-anna-
paTHbIX cpegax n.2 3a nckndeHmem Apple iOS (ARM) n Mac OS X (x64).

UcnonHeHme 3 knacca 3awnTtbl KC3 BbINOIHEHO B COCTaBe:

Kpuntogpaneep;

KpMNTOCEPBMUC;

MOAY/Nb ceTeBol ayTeHTudumkauum (TLS);

MOAY/Nb ayTeHTUdMKaumn nonb3osatensa B gomeHe Windows
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mMoayb wudpyrowen gannoson cnctembl Kpuntolpo EFS (OC Windows);
MOAYJIb KOMaHAHOW CTPOKM;

yTUNUTa BblpaboTKN BHELUHEN raMMmbl;

CepBUCHble NMporpamMmbl

N OYHKUMOHMPYET B MporpaMMHoO-annapaTHbiXx cpegax Windows XP/2003
(nnatdopma ia32, x64).
c naketoM Secure Pack Rus Bepcuu 3.0.

UcnonHeHme 4 «knacca 3awmtbl KC3 BbIMONHEHO B COCTaBE:
KpunTtoapanseep;
KpUNTOCEPBUC;
MoAy/1b ceTeBOM ayTeHTudukauum (TLS);
MoAynb ayTeHTuduKaumm nonb3osatens B AoMeHe Windows;
moaynb npotokonos Kpuntollpo IKE, Kpuntolpo ESP (OC Windows, Linux);
mMoaynb npotokona Kpunrtollpo IPSec;
mMoaynb wudpytowen dannoson cuctemol Kpuntollpo EFS (OC Windows);
MOAY/lb KOMaHAHOW CTPOKMW;
yTuAnTa BblpaboTKN BHELUHEN raMMbl;
CepBUCHble NporpamMmbl

N QYHKUMOHMPYET B  MporpaMMHo-annapaTHbix  cpegax  Windows
XP/2003/7/2008R2 (nnatdopma ia32, x64) c naketom Secure Pack Rus
Bepcumn 3.0.

UcnonHeHue 5 knacca 3awmtbl KC3 BbINOMHEHO B COCTaBe:
Kpuntoapaneep;
KpUnTocepsuc;
MoAyNb ceTeBOn ayTeHTudukaumm (TLS);
mMoaynb wudpytowen dannoson cuctembl Kpuntollpo EFS (OC Windows);
CEpBUCHbIE NPOrpamMmsl;

N PYHKUMOHUPYET B MporpamMHo-annapaTHbix cpegax Windows XP/2003
(nnatdopma ia32), Windows XP/2003 (nnatdopma x64) C MporpaMMHbIM
ob6cneueHnem C3U Secret Net 6.

4. OcHoBHble xapakTepuctnku CK3U

4.1. Pa3Mepbl KO4en

Pasmepbl kAoYeln 31eKTPOHHON NOAMNUCH:

e KJIHOY 3/IEKTPOHHON noanucn — 256 6uT;

e KJIHOY MPOBEPKN 3/IEKTPOHHON noanucn - 512 6uT.
Pasmepbl KnoYeln, Ncnonb3yemblX Npu WNHOPOBaAHUN:

e 3aKpbITbIV KoY — 256 6uT;

e OTKpbITbIA KoY - 512 6uT;

e CUMMMETPUYHbIN KoY — 256 6UT.

4.2. Twunbl K1KOYEBbLIX HOCUTENEN
|/|CI'IOJ'Ib3y+0TC9| Kn4yeBble HOCUTENWU:

rMg 3,5”;

USB aucku

3NEeKTPOHHbIN KoY ¢ nHTepdencom USB (e-Token);
CmapTtkapTtbl PUK, Ockap, Maructpa
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e unaeHTudukatopbl Touch-Memory DS1995 - DS1996 c ucnonb3oBaHMEM YCTPOWMCTB
Akkopa-AM/3, aneKkTpoHHbIN 3amMok "Cobonb";

e Rutoken;

e Paszpen HDD M3BM (B OC Windows — peecTtp)

Mcnonb3oBaHne K/OYEBbIX HOCUTENEerW B  3aBUCMMOCTM OT MporpamMMHo-annapaTHOM
nnatdopmbl, cM. XTHAN.00050-03 30 01. CK3WN "Kpuntollpo CSP". ®opmynsap, n.n.
3.8, 3.9.

MpumMmeuaHme 1. B coctaB gmuctpmbytnea CK3MN XTHAN.00050-03 BxoasaTt
61bnnoTekn NoAAEPXKKU BCEX MEePEUNCNIEHHBIX HOCUTENEN, HO HE BXOAST
Apaneepsbl ana OC. o Bonpocam nonyyeHus apansepoB Heob6xoanmo
obpawaTbCs K NpOU3BOAUNTENSM COOTBETCTBYIOLMNX YCTPONCTB.

ll!_._Jl MpuMeyvaHue 2. [JonyCKaeTCsd XpaHEeHMe 3aKpbITbIX KAKOYEN U KIOYeENn
noanncn B peectpe OC Windows mn B pasgene HDD (B cnyyae apyrmx
OC) npwu ycnoBuu pacnpoctpaHeHms Ha HDD wim T2BM c¢ HDD
TpeboBaHunii No obpalleHnto C KAIYEBbIMM HOCUTENSIMKU, B TOM YUCIE U
nocne yganeHus Knto4demn ns peecrpa.




XXTANM.00050-03 90 01. Kpuntollpo CSP. OnucaHue peanunsaumu

5. Peanunzauuna Kpuntollpo CSP

5.1. Ctpyktypa CK3U
Ctpyktypa CK3WM Kpuntollpo CSP v. 3.6.1 (OKTAN.00050-03) npeacraBneHa Ha puc. 1.

.I; . Oumepanmoraan cECTEMA Q::Ji I
| it
i
| Harepdeiic SSPT | | BHacpeinaoc |
Ipanexenne
Ko tzs |1
Epaorollpe IKE - m*
v Cl'}‘]ﬂ-“-(“‘ll-"g = l(D\i'--lfe (Unix) ;
a
) " PKCS#11 MMratse
ﬂ | l-" _ ( EOCETRTEH
I qu)@i:EjpEmﬂpu(ﬂ  poetenn G et e —— .,
EufamoTexn dll, ASN.1 a1
cepancas, ~
apaiisepur | L~ — I ::mpaﬁo::
Kpamrrollpo CSP
Ilasens ynpapieHnEs I
i
| nacy | Carre chopa O T
¢ IIK3H
I BmolICY |
Hnpo omepanHoHE0E CHCTEMEL
I ST I]ﬁunnm TaMME I
| =T ) Jpaiieep CSP
Hoempos nenucrEecrE THO Ap JpaEeep
' ' [Pe=r ) [t
I Cecresia HE 3amETs I
| corom opmm e | CK3H yposas sapa OC
CK3H Pac. 1. Crpyxrypa CK3H "Kprmrrollpo CSE” v. 3.6.1

5.2. CoctaB nporpaMmMmHoro obecneyveHnsa CK3U
CK3WU pyHKUMOHMPYET Ha OAHOM M3 ABYX YPOBHEN:

- YPOBEHb MPUNOXKEHUSN;

- yposeHb sgpa OC.
B coctaB CK3U BXoaAT:
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Bbubnuoteku dll, cepsucel, gparsepbl Kpuntolpo CSP.

Moaynb ceteBol ayteHTUdmKkaumm Kpunrtollpo TLS.

Moaynb IKE, ESP ang ncnonb3osaHusa B npotokone Kpuntollpo IPSec.
Moaynb KpunTtollpo Winlogon.

Kpuntorpagpunyeckun nHrepderic Kpuntolfpo CSP.

MporpaMMHbIN gaTumk cnydamHbix ymucen (MACY) ¢ nHcTannsauuen ot pusmyeckoro ACYH
(®ACH) BcTpamBaeMoro nporpaMMHo-annapaTHoro komnnaekca (MAK) 3awmtel ot HC/L,
BuoCH, BHELWHEN raMMbl.

MAK 3awmntbl oT HCA (B ncnonHeHunax 2 - 5).

KOHTpO/b LEeNoCTHOCTM NporpamMMHOro obecneveHums.
CucremMa MHXeHepHO-Kpuntorpadnyeckon 3almTol.
Cuctema 3awmTtbl oT HCA (Mcnonb3yeTcs OnuMoHanbHO).

5.3. CoctaBs SDK CK3U

B coctaB SDK CK3W BXOAAT AOKYMEHTbI, ONUCbIBaoWNE nHTepdencol:

CSP_3_6.chm
CAPILite_3_6.chm
SSPI_3_6.chm
reader_3_6.chm

Mpumepbi:
rdk
samples

B coctas Kpuntollpo EFS (2KTAW.00051-01 30 02) BXOAUT AOKYMEHTaUMSA:

cpefs.chm

B coctas KpunTtollpo IPSec BXoaUT AOKYMEHTauns:

ikespah.chm

5.4. CoctaB nporpammHon COK.
B coctaB NMK3UW BXOAAT KOMMOHEHTHI:

Mpunoxexune (MpuknagHoe nporpaMMmHoe obecneveHune, ncnonbsywouee CK3N).

NHuTepderic SSPI (nogMHOXeCTBO MHTEpdENCca KpunTorpaduyeckmx npoToKoIoB
Secure Support Provider Interface (SSPI, CryptoAPI v. 2.0) ana peanusaunu
npoTokona ceteBon ayteHTudmkaumm TLS v. 1.0 (noa ynpasnenmem OC
Windows2000/XP/2003/Vista/2008/7/2008R2/8/2012).

Moaynn Hactponkun OC Windows ans obecnevenus pyHKumoHnposaHus CK3U.
Nutepdelic CryptoAPI 2.0.

CpenctBa Crypt32(Win32,64) pans obecneveHmss paboTbl C cepTudumkatamm C
ncrnonb3oBaHneM nHtepdgenca CryptoAPI 2.0 yepe3 kpunTtorpadudecknii nHTepdeinc
Kpuntollpo CSP noa ynpasneHmem ocC
Windows2000/XP/2003/Vista/2008/7/2008R2/8/2012.

CpenctBa Capilite - gna obecnevenuns paboTbl ¢ cepTudumnkataMm C MCNOSb30BAHUEM
nHtepderica CryptoAPI 2.0 yepes kpunrtorpaduyeckuin nHtepdeinc Kpuntollpo CSP
noa ynpasneHuem OC cemenctea UNIX (Linux , FreeBSD, Solaris, AIX).
Kpuntorpaduuecknin uHtepderic Kpuntollpo CSP.

WTaTHble nHTepdencbl KN4YeBbIX HOCUTENEN.

ASN.1 - cucrtema KOAUpPOBaHUS/AEKOANPOBaHMSA AaHHbIX B popmaTtax ASN.1.

CocraB moaynern CK3W wn K3 pna cooTBeTCTBYHOWMX MNpOrpaMMHO-annapaTtHbIX cpeg
KOHKpeTun3smpyetca B pononHeHusax XKTAW.00050-03 90 02-01, XKXTAW.00050-03 90 02-02,
XTAN.00050-03 90 02-03, XKXTAN.00050-03 90 02-04, XTAWN.00050-03 90 02-05, XKTAN.00050-03
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90 02-06, XTAM.00050-03 90 02-07 k AokyMeHTy XTHAWM.00050-03 90 02. Kpuntollpo CSP.
PykoBoacTBO agMuMHUCTpaTopa 6e3onacHocTn. Obuasn yacTb.

OCHOBHOM apxuTekTypHoin ocobeHHocTbio CK3U KpunTtollpo CSP sBnsietcs 10, 4tOo IMK3U He
MMeeT HenoCpeACTBEHHOrO AOCTYMNa K K/OYEBOM M Kpuntorpaduyeckm 3HauymMMmon mHdopmaumm. Bce
onepauMm C 3aKpbITbIMMU M CECCUOHHBLIMU (CMMMETPUYHBLIMK) KOYaMW, HE3aBEPLUEHHbIMW 3HAYEHUSAMMU
X3W-PYHKUMIA U T. M. OCYLLECTB/SIOTCS 4epe3 AEeCKPUNTOpbl COOTBETCTBYHOLUMX O6BLEKTOB; AECKPUMNTOP
obbeKTa He COAEPXKUT ero agpec B IBHOM BUAE.

6. lNMpumeHeHne CK3UN XXTAN.00050-03

Bo3MoxHbI cnegyowme npumeHeHns Kpmuntollpo CSP:

1. MNpumeHeHne Kpuntollpo CSP B cocTaBe cTaHAApTHOro nporpaMMHoro obecneuyeHus
Microsoft u ApyrMx KoMnaHui, uCNonb3ylWKUX Kpuntorpaduyecknii uHTepdenc B
COOTBETCTBUM C apXMTEKTYypon Microsoft.

2. BctpamBaHue Kpuntollpo CSP BO BHOBb pa3pabatbiBaeMoe WM CyllecTsylollee
npuknagHoe nporpaMmmHoe obecneveHue.

7. Wcnonb3oBaHne CK3U B cTaHAApTHOM NpOrpaMMHOM
obecneyeHnmn

MporpamMmmMHoe ob6ecnedeHne CK3M XTAW.00050-03 no3BonseT MCNOMb30BaTb POCCUMNCKME
Kpuntorpadunyeckne anroputMbl U cepTndUKaTbl OTKPbITbIX Kao4yelh ctaHgapta X.509 ¢ pa3nmyHbiM
nporpamMMHbIiM obecneyeHnem Microsoft:

e LleHTp Ceptndmkaumnm - Microsoft Certification Authority, Bxoaswwun B coctaB Windows
2000 Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008R2
Server, Windows 2012 Server.

e DneKkTpoHHas nouyta - MS Outlook (Office 2013, Office 2010, Office 2007, Office 2003,
Office XP, Office 2000).

e DneKkTpoHHas noyta - Microsoft Outlook Express B coctaBe Internet Explorer, lMouTta
Windows Mail, Live Mail.

e Microsoft Word, Excel, InfoPath n3 cocraBa Microsoft Office 2003, 2007, 2010 (c nomMowbto
nnarmHa Kpuntollpo Office Signature).

e CpeactBa KoOHTpons uenoctHoctn [0, pacnpocTpaHseMoro no cetu - Microsoft
Authenticode.

e Cnyx6bl TepmnHanos ana Windows 2003 Server, Windows 2008 Server, Windows 2008R2
Server, Windows 2012 Server (Bk/to4as W03 cyxb TepMmHanos).

e 3awwmta TCP/IP coeamHeHui B cetn MIHTepHeT - npotokon TLS/SSL npu B3aMMOoAencTBUM
Internet Explorer - web-cepBep IIS, TLS-cepBep, TLS-knueHT (IE).

e SQL-cepsep.

e ISA cepsep.

e Cepep TMG

e Cepsep UAG.

e CepBep TepMnHanoB u knaneHT (RDP).

Mop ynpaesnennem UNIX-nogo6Hbix OC CK3U XTHAN.00050-03 Kpuntolpo CSP ncnonb3syertcs
C NporpaMMHbIM obecnevyeHnem:

Certmgr (Kpuntolpo Certmgr).

CryptCP.
Apache Trusted TLS (Digt).

Trusted TLS (Digt).

Poccuiickne kpuntorpaduyeckne anroputMbl M cepTuduUKaTtbl OTKPbITbIX Kaoden X.509
MCNONb3YIOTCS C YKasaHHbIM MpPOrpaMMHbIM obecneyeHveM B COOTBETCTBUM C MeEXAYHapOAHbIMU
pekoMeHAaunsaMun:
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e "Using the GOST R 34.10-94, GOST R 34.10-2001 and GOST R 34.11-94 algorithms

with the Internet X.509 Public Key Infrastructure Certificate and CRL Profile"
(rfc4491) onucbiBaeT MCNOSIb30BaHMUE POCCUMCKUX KpUNTOorpaduuyecknx anroputMoB B
MHPpacTpyKType OTKpbITbIX Kaoyen uHTepHeT (PKIX, Internet X.509 Public Key
Infrastructure). B gaHHOM AOKyMeHTe onucaHbl opMaTbl NpeacTaBNeHUs OTKPbITbIX
knoyen 3l, Mcnosb3yeMbliX ANs CO34aHus CcepTUdMKaATOB OTKPbITbIX KlYen u
CMUCKOB  OTO3BaHHbIX cepTudukatos X.509, wunageHTMdUKaTOpPbl  anropmTMOB,
COOTBETCTBME NMapaMeTpoB KpuATorpadumyecknx aaroputMoB nx naeHtTndmkaTopam.

e "Additional cryptographic algorithms for use with GOST 28147-89, GOST R 34.10-94,

GOST R 34.10-2001, and GOST R 34.11-94 algorithms" (rfc4357) onucbiBaeT
[OMOMHUTENbHbIE  anropuTMbl, HeobxoamMble Ans  ucronb3oBaHms [OCT 28147-89,
FOCT P 34.10-2001 u ITOCT P 34.11-94. B uncno 3TUX AOMNOSIHEHUI BXOAAT: PEXMUMbI
AOMNONHEHUS AaHHbIX Ansa 6no4dHoro wndgposaHus no NOCT 28147-89 u CBC, 6no4yHoe
wndpoBaHme C 3auernneHnem (pexum wundposaHms CBC), knouveBoe X3WMpOBaHWe
(HMAC Ha 6a3e TOCT P 34.11-94), npeobpasoBaHue Ktova WU CUHXPOMOCHUIKM Mocne
06paboTkm ouepeaHbix 1 K6 AaHHbIX, reHepaumusi MNCeBAOCTyYalHOW MOCeA0BaTe/IbHOCTU
(aHanor PRF Ha 6a3e HMAC), dopmmnpoBaHue kntova obMeHa (cornacoBaHus) Ha 6ase
IOCT P 34.10-2001, dopmMupoBaHue Kl4Ya 3Kcnopta paboyero  Kiwoua,
anBepcudukaumsa Kawda, aKCNopT pabouero kw4a Ha K/4Ye 3KCnopTa, 3KCNopT
paboyero knw4ya Ha knode obMeHa, Habopbl CTaHAApTHbLIX NapamMeTpoB ajropuTMOB
(Hanpumep, ansa wudpoBaHUa - y3en 3aMeHbl, PexuMm LWUPpoBaHUs, anroputm
YCNOXHEHUS KtoYa), 3a4aBaeMble naeHTUdmKaTopamu.

e "Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94 and GOST R 34.10-

2001 algorithms with the Cryptographic Message Syntax (CMS)" (rfc4490)
OMUCbIBAET WUCMOMIb30BaHWE  POCCUNCKUX  KpunTorpaduyeckmx anroputMoB B
OOKYyMeHTax, yaosnersopstowmnx craHaapty CMS (Cryptographic Message Syntax), B
YaCTHOCTU, NMPUMEHSIEMOM Ans obMeHa 3alWMWEHHBIMU COOBLLEHNAMM MO S1EKTPOHHOM
rnoyte U SBASKOWMMCA CTaHAApPTOM Ha MpeAcTaBfeHMEe 3/1eKTPOHHOIO AOKYMeHTa B
3alNLLEHHOM BUAE C MCMNOJSIb30BaHUEM 3MEKTPOHHOM noanucu u wudposaHus. Ons
wundpoBaHHbIX coobleHnr onucaHbl oba BapuaHTa: O6MeH KK4YaMu U TpaHCnopT
kntoda (key agreement n key transport).

e [MpoekT "Addition of GOST Ciphersuites to Transport Layer Security (TLS)" (draft-

chudov-cryptopro-cptls-01.txt) sasnserca pnononHeHmem Kk cneundukaumm RFC
2246 B 4aCTu OMNUCaAHUS NPUMEHEHUS POCCUMCKMX anropuTtMoB. lpoTokon TLS(SSL)
LWNPOKO WCMOSb3yeTcs AN 3aWuTbl CETEBbIX COEAMHEHWI, W, B 4YaCTHOCTWU, Ans
3awmuleHHoro goctyna k Be6-cantam (HTTPS). [OKYMEHT OMUCbLIBAET uYeTbipe
MexaHu3ma (Cipher Suites), peanusylowmnx Katouyesble NPOTOKOJIbI MPU UCMOAb30BaHUN
OTKpbITbIX Kkntoyen [OCT P 34.10-2001. TllepBble ABa WCMAONL3YHOT WKUPpPOBaAHME
FOCT 28147-89 ” KOHTpPOAb UENOCTHOCTU C MOMOLUBbIO WMMUTOBCTABKU, TPETUN W
yeTBepTblA HE UCMOJb3YIOT WKUdpOBaHNE U KOHTPOJUPYIOT LLeIOCTHOCTb C MOMOLLbIO
kntoderoro xewa (MAC) Ha ocHose anroputma F'OCT P 34.11-94.

e [IpoekT "Using algorithms GOST R 34.10-2001, GOST R 34.10-94 and GOST R 34.11-

94 for XML Digital Signatures" (draft-chudov-cryptopro-cpxmldsig-00.txt)
ABNSIETCA [AOMOJSIHEHMEM K CYLIECTBYHOLEMY [OKYMEHTY, OMUCbIBAlOWEMY MnpaBuna
npumeHeHnsa 2M B pokymeHTax ¢opmata XML "XML-Signature Syntax and
Processing", npuHATOMYy KOHcopumyMoMm W3C, B 4acTM MCMNONb30BaHUS POCCUMCKUX
anropnTMOB 3N1EeKTPOHHO-UMGPOBOIM NOANUCH.

8. Ncnonb3oBaHmne CK3W ¢ nporpaMMHbIMK NpoAyKTamMu
paspabotkn OO0 «KPUMTO-IMPO»

MporpammHoe obecneveHne CK3U XTAN.00050-03 mMoxeT MCMONb30BaTbCA C MPOrpaMMHbIMMU
npoayktamn paspabotkn OO0 «KPUMTO-MPO»:

«KpunTollpo YU»;
«Kpuntolpo OCSP»;
«KpunTollpo TSP»;
«KpnnToAPM»,

«CryptCP»;

«KnueHT KpunTtollpo HSM».

11



XXTANM.00050-03 90 01. Kpuntollpo CSP. OnucaHue peanunsaumu

9. BctpamBanune CK3U

Apxntektypa CK3U XTHAN.00050-03 obecneumBaeT BO3MOXHOCTb €ro BCTpamMBaHus B
pa3/inyHble NporpaMMHo-annapaTtHble cpeabl.

CK3W moxeT 6bITb UCM0/b30BaHO NPUKAAAHBLIM MPOrpaMMHbIM obecneyeHMemM C NOMOLLbIO
3arpyskum moayns Bbi3oBoM pyHKuum LoadLibrary(). Ana 3Tux uenen B KOMMNIEKT NOCTaBKU
BKtOYaeTcs AokyMeHT "XXTAM.00050-03 90 05. Kpuntollpo CSP. PykosoacTeso nporpammmcra”,
onucelBaowmi coctas dyHKUNM 1 Tectosoe MMO. Mpu Takon peanusauum npuknagHomy MO gocTyneH
JNWb OrpaHMYeHHbIn Habop HM3KOYPOBHEBbLIX KpUNTorpapuyeckmx MyHKLMUN, COOTBETCTBYHOLNI
nHTepdeicy Microsoft CSP.

Mpun ncnonb3oBaHmn CK3MN noa ynpasBaeHMeM ornepaumnoHHomn cnctemsl iOS 3arpyska
6mbnmnotek npu nomowm dyHkumm LoadLibrary() HeBo3MOXHa. [na 3TOM onepaumoHHON CUCTEMDI
BCTPanBaHWe AO/KHO NPOM3BOAUTLCS B COOTBETCTBMM C AOKYMEHTaumMeln, BXxoaslen B COCTaB
dpenmBopka ans paspabotku. NMporpaMMHblii MHTepdenc, npegocTtasnsaembin CK3W nopg ynpasneHnem
iOS, Takxe onucaH B AokyMeHTe "XKTAN.00050-03 90 05. Kpuntollpo CSP. PykoBoacTBO
nporpamMMmucta"” n cooTBeTCTBYET UHTepdelicy Microsoft CSP.

10. Ncnonb3oBaHune nHtTepdenca CryptoAPI 2.0.

CK3M XTSAN.00050-03 moxeT 6bITb MCNOB30BAHO NpPUKIaAHbIM NPOrpaMMHbIM obecnevyeHmnem
(kak n nwbon apyron kpunTonpoBanaep, nocrtasnsembii ¢ OC Windows) uepe3 uHTepdeinc
CryptoAPI 2.0 (onucaHue - B gokyMeHTaumm MSDN - Microsoft Developer Network). B sTom
cny4yae cnocob Bbibopa kpuntorpadmyeckoro aaropmtMa B NpuKIagHoOM NporpamMMHOM obecneveHmmn
MOXeT onpeaensaTbcs uHbopMaunen, cogepxallencs B ceptudmkaTax oTKpbITbix kKatoden X.509.

Ncnonb3oBaHue nHtepgeica CryptoAPI 2.0 B OC Windows npecneayet uenu:

e obecneveHne AN NPUKIAAHOrO YPOBHSA AOCTymna K KpuntorpaduyeckmMm yHKUMAM
(reHepaums KNo4en, dhopMupoBaHue/npoeepka 3/1EKTPOHHOM noanucu,
wndposaHme/pacwmndpoBaHne AaHHbIX). DTa Uesb AOCTUrAaeTcs nyTeM M30/MPOBaHMSA NPUKIAAHOMO
YPOBHSI OT YypOBHS peanu3auum Kpuntorpadpuuecknx @yHKUnin. [py  3TOM  MPUKNAL4HbIM
MpPOrpaMMmMCTaM He HYXXHO AeTasibHO M3ydaTb O0CO6EHHOCTU peanusaumu TOro Uan MHOro anropuTMa
WM N3MEHATb KOA B 3aBUCUMMOCTM OT aaroputma.

e V30/MMPOBaHWE MPUKNAAHOMO YPOBHSI OT YPOBHSA KpunTOorpacduuyeckmx @yHKUUA C
BO3MOXHOCTbIO WCMOSIb30BAHUSA pPa3HbIX anropMTtMOB B Pas/iMuHbIX MX peanus3auuax, BKIOYas
annapaTHble.

Ha Unix-nnatgpopmax [MMK3WM pononHUTENbHO KOMMIEKTyeTcs MoayneMm capilite, koTopbii
COOTBETCTBYET MoAMHOXecCTBY WHTepdenca CryptoAPI 2.0 u obecneumBaeT Te Xe WHTepdelCHble
dyHKkumn B 3Tnx OC, uto n B OC Windows.

10.1. BasoBble kKpunTorpadumnyeckme pyHKUNn

K 6a30BbIM PyHKLUAM OTHOCATCS:

e ®DYHKUMM nHMUManusaumm (paboTbl C KOHTEKCTOM). DTN YHKUMN NpeaocTaBnsoT
NPUIOXEHMNI0O BO3MOXHOCTb BblbpaTb oOnpeAeneHHbIt KpunTonpoBanaep no TUMAY MMEHW UAKW Mo
Tpebyemoit PyHKLNOHANbHOCTH.

e @MYHKLUMMN reHepaumum karouen. 3Tn PyHKUMM npefHasHadeHbl ana hbopMnpoBaHus
N XpaHeHUs KpUNTorpaduyecknx KaoYen pasnmyHbiX TUMOB.

¢ ®dyHKUMM o6MeHa kKAw4YaMMu. DTN GyHKUMM npefHasHayeHbl Ans Toro, 4tobbl
NPUIOXEHUS MOIIM OBMEHUBATbCS Pa3NMYHbIMKM TUNAMWU KAOYEBOM WHbOpMaumm ang obecneyeHus
B3aMMOAENCTBUS Mexay cobon.

Mo ceoen dyHKUMOHaNbHOCTK 6a30Bble PyHKUMM AyOANPYIOT HU3KOYPOBHEBLIM MHTepdelc
CSP.
10.1.1. ®dyHKUMM KOANPOBAHUS/AeKOANPOBAHUSA

JaHHble GyHKUMKM npegHasHadeHbl Ans npeobpasoBaHus (KOAMPOBaHUA) W3 BHYTPEHHEro
npeacraBneHns obbekToB, mcnosbdyembix B CryptoAPI, Bo BHelwHee npeacrtaBneHue mn obpartHo. B
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KauyecTBe BHELWIHEro npeacraBrieHnss obbekToB ucnonbdyetca d¢opmat ASN.1 (Abstracy Syntax
Notation One), onpegeneHHbii cepuen pekoMeHpaumit X.680. K 3Ton xe rpynne ¢dyHKUMN MOXET
6bITb OTHECeH Habop YHKUUN, NO3BOMSAOWMX paclWnpuTb GyHKUMOHanbHOCTbL CryptoAPI 2.0 nytem
peanusaumm u perncTpaunm co6CTBEHHbIX TUMOB 06bEKTOB.

10.1.2. ®yHKUMM paboTbl CO CpaBoOYHNKAMU CEPTUDUKATOB

OSTa rpynna QyHKUMA npegHa3s’HayeHa Ans xpaHeHus u obpaboTkm cepTudukaTtoB B
pa3nnyHbIX TUNAxX CNpaBOYHMKOB. B KayecTeBe cnpaBOYHUKA MOMyT MCMO/Ib30BaTbCS CaMble pa3fnyHble
TUnbl XpaHunuw,: ot darna go LDAP.

10.1.3. BbicokoypoBHeBble pyHKUNM 06paboTKn Kpuntorpadpuyecknx
coobuieHn

OT1a rpynna ¢yHkumn (Simplified Message Functions) B nepByto ouepeab npeagHasHadeHa ans
NCNOJSIb30BaHMS B NPUKIaAHOM NporpaMMHoOM obecnedeHum. C nx noMoOLLbO MOXHO:
e 3awwundposaTtb/pacwmdpoBaTb COOOLWEHMNS OT OA4HOMO NOSb30BaTeNs K APYrOMYy
e T[oagnucaTb AaHHble
e [poBepUTb NOAMNNCH AaHHbIX.

O™ dyHKUuMM (Tak Xe Kak M (GYHKUMM HU3KOro YPOBHS) OMepupyrT cepTudukatamm
OTKPbITbIX KAtoyen X.509 ana agpecaumm oTnpasuTensi/nonydartens AaHHblX. B kauvecteBe ¢dopmata
AaHHbIX ncnonb3dyetcs popmat PKCS#7 nnn CMS.

CK3U Kpuntollpo CSP noaaepxuBaeT cepTuduKaTbl OTKPbITbIX Kaoven ctaHgapta X.509v3
cornacHo RFC 5280 "Internet X.509 Public Key Infrastructure. Certificate and Certificate Revocation
List (CRL) Profile" ¢ yyeTtom RFC 4491 "Using the GOST R 34.10-94, GOST R 34.10-2001, and GOST
R 34.11-94 Algorithms with the Internet X.509 Public Key Infrastructure Certificate and CRL Profile.

CK3U Kpuntollpo CSP nogaepxuneaeTt dopmaT Kpuntorpadunuyecknx coobuieHmin cornacHo RFC
3852 "Cryptographic Message Syntax (CMS)" c yuyetom RFC 4490 "Using the GOST 28147-89, GOST
R 34.11-94, GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with Cryptographic Message
Syntax (CMS)".

10.1.4. HuskoypoBHeBble HyHKUMM 06paboTKn Kpuntorpadunyecknx

coobLweHunmn

JOanHasa rpynna ¢yHkumnm (Low Level Message Functions) npegHasHadeHa ANns aHanOrM4yHbIX
uenemn, 4to M rpynna BbICOKOYPOBHEBbIX (YyHKUWIA, HO obnagaetr 6onbwen QyHKUMOHANBHOCTbIO.
Bmecte c Tem, 6onbwasa @yHKUMOHANbLHOCTL TpebyeT OT npukiagHoro nporpamMMmucta 6onee
AETanbHbIX 3HaHWI B 06/1aCTM NpUKNaAHON KpunTorpaduu.

10.2. WNcnonb3oBaHne COM mnHTepdencos

Kpuntolpo CSP MoxeT 6bITb ncnosb3oBaHo n3 COM nHtepdeiicos paspabotkun Microsoft:
e CAPICOM
e Certificate Services
e Certificate Enroliment Control

10.2.1. Certificate Enrollment Control (Windows 2000/XP/2003)

COM wuHTepdeinc Certificate Enrollment Control (peanusoBaH B darine xenroll.dll)
npeaHasHayeH ANns UCNoAb30BaHUS OorpaHMYeHHoro konunyectBa gyHkumnii CryptoAPI 2.0, cBsi3aHHbIX
C reHepaumen KO4Yen, 3anpocoB Ha cepTudukatol M 06paboTkon cepTUPUKaTOB, MOAYYEHHbIX OT
LleHTpa CepTudwukaumm C WCNoAb30BaHMEM £A3bIKOB nporpammupoBaHus Visual Basic, C++,
JavaScript, VBScript 1 cpeabl paspabotku Delphi.

OTOT MHTepdenc Ncnonb3yrT pasnndHble LleHTpbl Ceptudukaumm (VeriSign, Thawte u 1. 4.)
npu ¢opMMpoOBaHUM 3anpocoB Ha ceptudukat nonb3osaTenen Ha nnatdopme Windows
2000/XP/2003.

10.2.2. Certificate Enrollment API (Windows
Vista/2008/7/2008R2/8/2012)

NHuTtepdelicel  Certificate Enrollment API (peanusoBaHHbie B dainne certenroll.dll)
npeAHasHadeHbl A7 FeHepauuu Kikuyer, 3anpocoB Ha cepTudukatbl, 06paboTkm cepTudukaTos,
nosyyeHHbix oT LleHTpa CepTudumkaumm ¢ NCnosib30BaHNEM PasfIMYHbIX S3bIKOB MPOrpaMMMpPOBaHUS.
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ITOT nHTEepdenc ncnonb3ytoT pasnnyHble LleHTpbl Ceptudumkaumm (VeriSign, Thawte u 1. 4.)
npn @OpMMpPOBaHUM 3anpocoB Ha cepTuduKaT nonb3osatenen Ha nnatpopme Windows
Vista/2008/7/2008R2/8/2012.

10.2.3. CAPICOM

CAPICOM (peanusoBaH B ¢anne capicom.dll) npegoctaBnser COM wuHTepdelic,
MCNoNb3yoLWmMi OCHOBHble yHKUMK CryptoAPI 2.0. DTOT KOMMOHEHT SBNSeTCa A06aBNEHUEM K yxke
cywectBytowemy COM wuHtepdelicy Certificate Enrollment Control (xenroll.dll), koTopbii peanusyioT
KneHTCckue @YHKUMM reHepauum K4eln, 3anpocoB Ha cepTudukaTtel U obMeHa ¢ LleHTpom
CepTtudukauymm.

CAPICOM nosBonser wucrnonb3oBaTb @YyHKUMM (HOPMUPOBAHUSA WU MPOBEPKU 3SEKTPOHHOM
noANMUCK, MNOCTPOEHUST M MPOBEPKM Leno4Yek CcepTuduKaToB, B3aMMOAENCTBUA C pas/NyHbIMU
cnpaBoYHUKamn ceptudukaTos (Bkatodasa Active Directory) ¢ ucnonb3osaHueM Visual Basic, C++,
JavaScript, VBScript u cpeagbl paspabotku Delphi. cnonb3zoBaHne CAPICOM no3sonseTr peannsoBaTb
PYHKUMOHaNbLHOCTb "TOHKOrO" KNneHTa B MHTepdeice 6pay3sepa Internet Explorer.

CAPICOM sgaBnsetca cBob60AHO pacnpocTpaHseMbiM, U NocTaBnseTcs B coctaBe Redistributable
MHCTpYMeHTapus pa3spabotumka Microsoft Platform SDK.

10.2.4. Certificate Services

Certificate Services BktouaeT B cebsa Heckonbko COM nHTepdecoB, NO3BOASIOWNX UBMEHNTb
dyHKuMoHanbHOCTb LleHTpa CepTtudukaummn, sxoaswero B coctas OC Windows 2000/2003 Server.
Mpw NoMoLM AaHHbBIX MHTEPdENCOB BO3MOXHO U3MEHEHMe:

e 06paboTKKM NOCTYNaLWMX OT NOSb30BATENEl 3aMNpoCcoB Ha cepTUdUKaTbl;

e COCTaBa AaHHbiX (B TOM uucne pononHeHui X.509), 3anucbiBaemMbiXx B u3gaBaeMble
LeHTPOM cepTudmukaTbl;

e crnocoba nybnukaummn (XxpaHeHus1) n3gaHHbIX LEHTPOM CepTUDUKATOB.

10.3. Wcnonb3oBaHune CK3U B Beb-6pay3epax

Kpuntolpo CSP moxeT 6bITb MCNosb30BaHO B Beb-6pay3epax Ha pasnMyHbIX MNpPOrpaMMHO-
annapaTHbIX nnatdopMax NyTéM BbizoBa pyHKuMn Kpuntollpo SLUIM Browser plug-in.

Kpuntolpo 3UIM Browser plug-in coaepxut koMnoHeHTy ActiveX ana paboTtbl B Microsoft
Internet Explorer n nnarmn NPAPI ans apyrux Beb6-6pay3epoB, Noaaep>XXmnBatowWmnx gaHHbI MHTepdEC
BCTpamBaHusa nnarnHoB. OyHkumm CK3UN MOXHO Bbi3biBaTb U3 cueHapueB JavaScript, coaepxawmxcsa B
oTtobpaxkaemoli Be6-6paysepom cTpaHuLe.

MoapobHas MHdOopMauus [OCTynHa CTpaHuue nnarvHa rno agpecy
http://www.cryptopro.ru/products/cades/plugin.

10.4. lNoppepxka npoTokosia TLS

Moaynb noagepXKu CceTeBOW ayTeHTUduKaumMu no3BoJsieT peannsoBaTbh 3alMLLEHHbIN
CceTeBOM NPOTOKO/ B COOTBETCTBMU C pekoMeHaaumamm RFC 2246 "The TLS Protocol. Version 1.0"
M npoektoM pekoMeHgaumn "Anropmtmbl OCT pnsa Transport Layer Security (TLS)". Moaynb
obecneuMBaeT [ABYCTOPOHHIOK W  OAHOCTOPOHHIOK  ayTEHTUMUKAUMIO MPUIOXKEHUA Npu KX
B3aMMOAENCTBMN MO CETU C UCMONb30BaHMEM anroputMa Il n cepTudUKaToOB OTKPbITbIX KIOYEN, a
Takxe WndpoBaHMe AaHHbIX, NepejaBaeMbliX B CETEBOM COeANHEHWUN.

MpuknagHoe nporpammHoe obecneyeHne MOXET WCMNOMb30BaTb MNpoTokon TLS ans
ayTeHTUdUMKaALUNM U 3alMTbl 4aHHbIX, NepeaaBaeMbiX Mo CO6CTBEHHbIM MPOTOKOAaM Ha ocHoBe TCP/IP
n HTTPS.

MpoTtokon TLS (Transport Layer Security, cneundukaumsa IETF - RFC2246) oTHocuTCS K
CpeAcTBaM 3alunTbl NpMKNagHbix naketoB Microsoft Internet Explorer, Internet Information Services
(IIS), Microsoft SQL Server 2000 n COM+. OH obecneynBaeT ayTeHTUMUKALMIO CBA3bIBAKOLLNXCS
CTOpPOH, KOHMMAEHUMANbHOCTb W LUENOCTHOCTb MnepecbinaeMon uHdbopmaumun. AyTeHTudumKaumns
obecneumBaeTca wucnonb3oBaHweMm cepTudukatos craHgapta X.509 (B cpegax C  CuAbHOM
ayTeHTUdUKaumen), KOHOUAEHUNANBHOCTb — WKNHPOBAHUEM NepecbllaeMblX AAHHbIX, LEeNOCTHOCTb —
npuMeHeHneM Xxew-PyHKUnMM un Koga ayTteHTudukauum coobuweHmna (Message Authenticity Code,
MAC).

Onsa nogkntoyeHus no npotokony TLS mcnonb3yetcs npedukc https, npu 3ToM ob6o3peBaTtenb
Web-cepBepa no ymonuyaHuto 6yaeT nogknatoyaTtbcs K nopTy TCP 443 BMecTo ctaHgapTHoro nopta TCP
80. Ecnu cepBep He noppepxuBaeT npoTtokon TLS, coeamHeHme He ycCTaHaBnuBaeTcs. [1poTokon
SSL/TLS (SSL - 6onee paHHMe BepcuMn MpoToKoNa) npuMeHsieTca MHTepHeT-npoTokonamu (Tabnuua
1).
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Ta6bnuua 1.
MpoTtokon | MopTt OnucaHue
HTTPS 443 HTTP no SSL/TLS
SMTPS 465 SMTP (anekTpoHHas no4yta) no SSL/TLS
NNTPS 563 NNTP (HoBocTh) no SSL/TLS
LDAPS 636 LDAP (goctyn Kk katanoram) no SSL/TLS
POP3S 995 POP (anekTpoHHas no4yta) no SSLALS
IRCS 994 IRC no SSL/TLS
IMAPS 993 IMAP (anekTpoHHas no4vta) no SSL/TLS
FTPS 990 FTP (nepegaya ¢annos) no SSL/TLS

Ons Toro, ytobbl npoTtokon SSL/TLS penctBoBan, Web-cepBep ponxeH uMeTb cepTudukar
(OTKPbITBIN KAKOY) WU CBOW 3aKpbITblM KW, Bnageneu ceptudukaTta AO/DKEH NOATBEPAUTb, YTO OH
SABNSETCS BradefibUueM 3aKpbITOro Kik4a, CBSA3aHHOMo C cepTudukaTtoM. DTO AaeT BO3MOXHOCTb
KJIMEHTY ayTeHTUMMUNPOBATL CEPBEP, C KOTOPbIM OH XOYEeT CBSA3aTbCH.

B npouecce B3anMHOM ayTeHTUdUKALMM:

e BbINOJIHAETCSA KpunTorpadumyeckas npoBepka Haluuus y cepBepa 3aKpbITOro Kiua,
COOTBETCTBYHOLLEr0 OTKPbITOMY K/IHOUY, YKa3aHHOMY B cepTudukaTe;

e [poBepseTCcs CTeneHb A0Bepus nsgatento ceptudunkaTa;
e [pOBepseTCcs, He UCTEK JIN CPOK AeNCTBUA cepTudukaTa;

e NpoBepsieTcs, He O0To3BaH sn ceptudwukaTt; no ymondaHumiwo Internet Explorer aTy
NnpoBepKy He BbINoNHAET — 3To Aenaet IIS.

Ecnn  nwbas M3  ykKasaHHbIX MNPOBEPOK MPUBOAUT K OTpuuUATeNbHOMY pe3ynbTaTy,
nonb3oBaTtesib MNoOAy4YaeT nNpeaynpexaeHue U MoXeT pa3opBaTb coeAnHeHue (3TO peKoMeHAyeTcs
aenatb).

[oCTMrHyB [nO0Bepusi, CTOPOHbI BbipabaTblBAlOT CEAHCOBbIM K/OY, HAa OCHOBE KOTOPOro
obecneumBaeTcs WN@pPoBaHME AaHHbIX B TEYEHME CeaHca.

10.4.1. OCHOBHbIE MOHATUSA NpoToKona TLS

Mpotokon TLS npepgHasHayeH Aans obecnedeHuss KpuntorpaduyeckMmMn cpeacrsamum
ayTeHTUduKaumm otnpasutensa (KNMeHTa) - appecata (cepBepa), KOHTPOAA LEOCTHOCTU W
LWMpoBaHUS AaHHbIX MHHOOPMaLMOHHOIrO obMeHa.

AyTeHTUdUKaALMA OMNUMOHANBHO MOXET 6blTb OAHOCTOPOHHEN (ayTeHTUdMKaUMsa cepsepa
K/IMEHTOM), B3aMMHOI (BCTPEUYHas ayTeHTUMhMKAUMUA CeEpBEPA M KIMEHTA) UM HE MUCMOSb30BaThCS.

Uepapxus opeaHu3zayuu uHghopMayuoHHO20 o6MeHa

Nepapxnsa wWHdOpMaUMOHHOro obMeHa BKI4YaeT B cebs ceccun, COeAMHEHUS U MOTOK
coobueHnn B coeanmHeHunn. MoTok coobleHnii npu 6onbwon annHe pasbuBaeTcss Ha dparMeHTbl C
nakeTHoOM nepepaven dparmeHToB. B ogHoM ceccum MoXeT ObiTb peanm3oBaHO HECKObKO
COeANHEHMUN, NPON3BOJIbHO pa3HECEHHbIX MO BPpeEMeHU. B kaxxaoM coegmMHeEHUN MOXET 6biTb 06paboTaH
HeobXxoAnMbI MOTOK COOBLLEHUNN.

Anzopumm npeobpaszoeaHusi uHghopmMauuu npu obmMeHe

AnroputMm npeobpaszoBaHusi MHdOpMaLUM Npu obMeHe C MCMonb3oBaHWEM npoTokona TLS
BK/IIOYAET onepauumu:

e TMpMEM OT MPOTOKOSA BEPXHEro YPOBHSA MOTOKA HE WHTEPNpPETUPYEMbIX AaHHbIX B
6110Kax NpoM3BOJILHOIO pasmepa;

e (parMeHTauMsa MPUHATBIX C BEPXHEro YPOBHS AaHHbIX B CTPYKTYpMpPOBaHHble 6/10KM
(dbparmeHTbl) npoTokona TLS. Pasmep dpparmeHTa — He 6onee 2! 6aiiT;

e KoMmnpeccus dparmMeHToB (ONLUMOHANBHO);
e XewwunpoBaHue dparMeHToB (UcnonblyeTcs kntoyesonn MAC);

e KOHKaTeHauuss ¢dparmMeHTa W pe3ynbTata ero XewupoBaHus (pacliMpeHHbIN
dparmeHT);

e 3awundpoBaHue pacwuMpeHHoro dparmeHTa (ONUMOHaNbHO);

15



XXTANM.00050-03 90 01. Kpuntollpo CSP. OnucaHue peanunsaumu

e nepefaya 3aWwWM@pPOBaAHHOrO paclMpeHHOro gparmMeHTa ¢ A06aBfEHHbIM OTKPbLIThIM
3arosIOBKOM MpoOTOKOJ1a TPAHCNOPTHOro YpoBHSA (Hanpumep, TCP).

Mpu npueme MHGOpPMaLUKN NpUMeEHsIeTCS obpaTHas Noc/ien0BaTeIbHOCTb ornepaLmid.

Ampubymsi ceccuu

Ceccusa xapaktepu3yeTtcs cneayrowmmmm atpmbyramm:
e uaeHTMdMKaTop ceccum (cnydarHoe uucnio, 32 6akTa, 3agaeTcs CepBepoM npwu
OTKPbITUKN ceccuun);
e MeToA KOMMNpeccuu;
e cepTudukaTt cepsepa (ONUMOHaNbLHO);
e cepTUdUKAT KNMeHTa (ONUMOHaNbLHO);

e crneumduKauna airopuTMOB M NapaMeTpoB 3awnTbl (anroputmel wudposaHna nu MAC,
KpunTtorpaduyeckne napameTpsol);

e master secret (Mcnonb3ayeTcs nNpu reHepaumm Kodein wndpoBaHusa, knwoden MAC,
BEKTOPOB MHULMANN3aLNK);

e (nar, paspewatoumin/3anpeLatolmn HoBble COeANHEHUS B CEaHce.

CepTtudmkatbl npeacrtaBnatoTcs B craHaapte X509. v3. Cneundukaumss anroputMoB U
napamMeTpoB 3aLMTbl MOXET MEHATHCSA B TEYEHME CECCUMN.

Ampubymbi coeQuUHeHUs1
K aTpu6ytamMm coeanHEHUsI OTHOCATCS:

e client_random - cny4aliHble 32 6aliTa, 3agaBaeMble KIMEHTOM;
e server_random- cnydamnHblie 32 6aiTa, 3a4aBaeMble CEpPBEPOM;
e client write MAC secret (kN4 KIMeHTa AN KNYEBOro XeWwnpoBaHus);
e server write MAC secret (knto4 cepeepa 415 K/H0YEBOro XeWMpoOBaHUSA);

e client write key (knw4, ucnonb3yembii AN WWPPOBAHMUSA AAHHbIX KIAWEHTOM W
pacwmdpoBaHna NX CEpBEPOM);

e server write key (knw4, mucnonb3yembln Ansg wWnUdpoBaHUA AaHHbIX CEPBEPOM W
pacwmndpoBaHnNS UX KJIMEHTOM);

e client write 1V, server write IV (BekTOpbl MHUUMANN3ALMN, UCNOJSIb3YEMbIE KJIMUEHTOM U
CepBepoM COOTBETCTBEHHO);

e OpPSAKOBLIA HOMep coeanHeHnsa (NoaAepXXMBAETCA He3aBUCMMO ANA nepefaBaeMblX U
NpUHMMaeMbIX coobLeHnit).

BekTop MHWMUManNM3aumMy 3agaeTcs ANs nepBoro dparMeHTa CoobLIeHUS B COEAMHEHUU;
ANS  nocneaywwmux GparMeHToB BEKTOp WHMUManu3auuu QopMmnpyeTcss W3  KOHeYHoro 6rioka
3aLmdpoBaHHOIo TEKCTa NpeaplayLuero dparMeHTa.

MopsiakoBble HOMEpa COeAUHEHMUIA MOAAEPXKMBAKOTCA HE3aBMCUMO A8 MepeAasBaeMbiX W
NPUHUMaEMbIX COObLLIEHUI. [IpU CMeHe Ceccum, UBMEHEHUU cneumdbuKaumm anroputMoB M MapamMeTpoB
3alUMTbI HyMepaLmsi COeAMHEHI HaumHaeTcs ¢ 0; [vana3oH Hymepaumm: 0 + 2%%-1.

CoeAnHEHME acCoUMMUPYETCH C OAHOM ceccueit.

Tunbl coobuwieHul
B npoTtokone TLS ncnonb3ytoTcsa crieaytowme Tunbl COO6LeHWI:
¢ Hello message (ClientHello, ServerHello);

e Change cipher specs message (M3MeHeHuMe cneundmnKaumm anropuTMOB 1 NMapamMeTpoB
3aWuThbl);

e Key exchange message (nepepada kitoda obmeHa knwovamu wudpoBaHus u MAC
KJIMeHTa, cepBepa);

e Alert message (npeaynpexaeHune, onoselleHne o daTtanbHOM ownbke);
e Application_data message (nepenava AaHHbIX);

16



XXTANM.00050-03 90 01. Kpuntollpo CSP. OnucaHue peanunsaumu

e Finished message (coobuieHne 0 BO3MOXHOCTM paboTbl B CO34aHHON CECCUN).

®dpacmeHm coobujeHusi, nepedasaemMbili MPOMOKOY
MmpaHCrIopmMHoO20 yPOBHs
Onsa nepepaun pparMeHTa Co0bLLEHNS TPAHCMOPTHOMY YPOBHIO MPOU3BOAATCS onepaummn:
e KoMmpeccus dpparmeHTa (ONUMOHaNbLHO);

e BblUMC/NIEHME XELWla OT KOHKATEHAUMN Kk4a XeWwnpoBaHUsa, Tna KoOMNpeccnuun, ANHbI
KOMMNpeCCnpoBaHHOIo CbpaI'MeHTa, KOMMNpeCCNpoBaHHOro d)parMeHTa, 3a4aHHOWN KOHCTaHThI;

e wudpoBaHMe pacwmpeHHoro dparMeHTa (KOHKaTeHauusi KOMMPEeCcCMpPOBaHHOMO
dparmMeHTa 1 ero xewa);

e pnobaBneHne OTKPbLITOrOo 3arosioBKa, cogepxalwiero Ttun coobuweHus (oauH 6awnT),
Bepcuto npotokona TLS (aBa 6alita), AMHY KOMNpPEeCcCMpoBaHHOIo pparMeHTa.

Onepayuu npomokosia TLS

Application Data = =
U
Fragment
U
Compress
Y
Add MAC
U
Encrypt
U
Append TLS Record
Header
U
TLS Handshake Protocol
TLS Handshake Protocol paboTaeT no cneaytoulen cxeme:
ClientHello —— Yemanoska eepcuu npomoxona,
udenmughukamopa ceccuu, HA4AILHOLO
HaboOpa anzopummos8 U NaApamempos,
Memooa KoMnpeccuu
<« ServerHello Cepgep nocwiiaem (OnyuoHambHo)
<«—— Certificate ——— ceoll  cepmughuxam u 3anpawiueaem
«— Certificate Request (onyuonanvno) cepmugpuram xiuenma,
<«Server Key Exchange —— nepedaua CiyuatiHol semuuuHbL Server-random

«— ServerHelloDone ——

Certificate ———» Kauenm nocwliaem ceoll
—Client Key Exchange —> cepmucghuxam (ecniu  6vLn 3anpoc
— Certificate Verify —» cepsepa) Ecnu cepmugpuxama y knuenma

nem, on nocwiiaem Certificate Verify

17



XXTANM.00050-03 90 01. Kpuntollpo CSP. OnucaHue peanunsaumu

—— Change Cipher Spec—> Buibop aneopummos u
Finished———— napamempog 0l YCMAHABIUBAEMOU
«— Change Cipher Spec—— ceccuu,  3aeepuieHue Handshake
« Finished ——— ("pyronoowcamus”)
Client Server

TLS Handshake Protocol obecneumBaeT nHuumanmsauno ceccum (CoeamHeHnsl) BbiNOMHEHNEM
onepaumin:
e KJ/IIMEHT W CepBep AoroBapuBaroTCcsd o6 MCNoJsib3yeMbIX B CeCCUunM anroputmax wm
napamMeTpax 3awuTbl, obMeHMBalTCA ChyyalHbiIMKM BenuumHamu client_random, server_random,
[oroBapuvBatoTcs, 6yayT Unn HET HOBble COEAVNHEHVS;

e npousBoauTCH 0bMeH cepTudmKaTamu Ans ayTeHTUdUKaUMKM KaneHTa n cepsepa (no
3aflaHHbIM ONUUSAM);

e K/IMEHT reHepupyeT CryyallHyl0 BennuuHy pre_master secret, wudpyer ee wu
nepepaet cepsepy.

e KnueHT u cepBep no pre_master secret, client random u server_random dopmupytot
master secret (Habop Heo6xoaMMOWN KOYEBOM MHMOPMaLIMK) CECCUN.

Cmek npomokosia TLS

Mpotokon TLS saBnsieTca ABYXYPOBHEBbIM W AeACTBYeT HaA TPaHCMOPTHbIM MPOTOKO/IOM.
K nepBoMy ypoBHI0 oTHocaTca TLS Handshake Protocol, TLS Change Cipher Spec, TLS Alert Protocol.
Ko BTOpoMYy ypoBHI0 oTHocuTcst TLS Record Protocol.

TLS TLS Change TLS Alert MpoTtokonbl
Handshake Cipher Spec Protocol obMeHa
Protocol AaHHbIiMKU (HTTP
MT.N.)

TLS Record Protocol
TpaHcnopTHbIn npoTtokon (TCP/IP n T1.n.)

10.4.2. Mogaynb ceteBon ayteHTUdUKaummn Kpuntollpo TLS

Moaynb ceteBol ayTeHTudunkaunm Kpmuntollpo TLS peanusoBaH Ha 6a3e npoTtokona TLS v.1.0
" POCCUMACKUX CTaHAApTOB KpunTorpaduyeckon 3awuTbl KOHdUAeHUManbHON WHbOpMaumm
(anropuTtMbl WngpoBaHnsa B cootBeTcTBun ¢ FOCT 28147-89, anropuTMbl BbipaboTKM U MPOBEPKMU
3NeKTPOHHOM noanucu B cootBeTcTBMn ¢ TOCT P 34.10-2001, xewwunpoBaHus B cootBeTcTBum ¢ NOCT P
34.11-94). Ncnonb3yeTca Takxe anroput™m Auddu-XennmMaHa OTKpbITOro pacrnpeaeneHus Kioven Ha
6a3ze NOCT P 34.10-2001.

Ha T[2BM knueHTa n Ha cepBepe (IIS, ISA) yctaHaenmBaetcs CK3UM XTHAN.00050-03 c
MoAyNnem noaaepXku ceteson ayteHTudmkaumm Kpunrollpo TLS.

AyTeHTUdMKaumns KNMeHT-cepeep MOXeT 6biTb OAHOCTOPOHHEN U ABYCTOPOHHEN.

OAHOCTOPOHHSAA ayTeHTUdMKauma obecneynBaeT MMHMMaNbHO HEOBXOAMMDbIN YPOBEHb 3alUUThI,
M BKJItOYaeT B cebs:

e obg3aTenbHylo ayTeHTUdMKaUmMo cepsepa 6e3 ayTeHTudunKaumm KIneHToB;
e wundposaHme Tpadurka Mexay KIMEHTOM N CEPBEPOM.

Mpwn paboTe B 4aHHOM pexuMe cepBep Ha 3Tarne "pykonoxatus" He 3anpalinBaeT cepTudukaT
KJIMEHTA WM yCTaHaBnmBaeTcs "aHOHMMHoOe" 3alMiieHHoe coeanHeHne. B 3TOM cnyyae KIMEeHT MoXeT
HE MMeTb 3aKpbITOro kaw4ya u ceptudukata, OAHAKO MNpW 3STOM OH JIMWAETCA BO3MOXHOCTU
dopMmnpoBaTb 3NIEKTPOHHYIO MOAMUCH NoA AOKYMEHTaMu. Pexnm ¢ 0gHOCTOPOHHEN ayTeHTudukaumen
cepBepa MOXeT WCMoNb30BaTbCAd AN NpefocTaB/ieHMs  HeKOTOpoW rpynne  nofib3oBaTenemn
KOHdMAEHUMaNnbHON MHGOPMaLMM Ha OCHOBAHMM MapofibHOM 3alWunTbl, OA4HAKO Naposb B 3TOM ciy4dae
6yneT NpeabsaBnATLCA NOMb30BaTE/IEM TOSIBKO MOC/AE YCTaHOBNEHMS 3aueHHoro TLS-coeanHeHus ¢
Web-cepBepoM, 4TO NOBbIWAET YPOBEHb 3aLNTblI OT HECAHKLUMOHMPOBAHHOIO A4OCTyNa NO CPaBHEHUIO C
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nepefayein napons Mo OTKPbITbIM COeAWHEHUSIM. [IpM OAHOCTOPOHHEN ayTeHTUdMKauuu cepsBep
3anpalumBaeT cepTUdUKAT KIMEHTA, HO €ro OTCYTCTBME HE CUMUTAETCS OLUMOKON.

B CK3U «Kpuntolpo CSP» ncnonb3yeTcs ABYCTOPOHHSAS ayTeHTMdMKaUnS.

[JBYCTOPOHHSASA ayTeHTUdMKauna BKIoYaeT B cebs:
e B3auMMHYI0 ayTeHTMdUKaumto knmeHTa n Web-cepsepa ¢ NnoMOLLblO X CEpTUDUKATOB;
e wundpoBaHme Tpadurka Mexay KIMEHTOM N CepBEPOM;

e (dopMMpoBaHME W MPOBEPKY 3MNEKTPOHHOM MNOAMWCUA MOA 3NEKTPOHHbIMM HTML-
¢opMamu, 3anoIHAEMbIMM M0JIb30BaTENSAMU.

[BYCTOpOHHAA ayTeHTUdMKaums no3sonseT obecneunmTb AOCTYN B 3aKpbiTylo 4Yactb Web -
cepBepa TOJIbKO 3aperncTtpupoBaHHbIM BnagesnbuaMm cepTudukaTos. pyM 3TOM HYXHO UMeTb B BuAY,
YTO pasrpaHuyeHne [octyna K MHMOPMaLMOHHBLIM pecypcaM cepBepa, OCHOBaHHOe Ha MpoBepKe
CepTUdUKaTOB K/IMEHTOB, ropa3fo HajexHee, YeM NpoCTo NaposibHas 3awuTa.

B paHHOM pexume paboTbl KAMEHTY Heo6XOoAMMO CreHepupoBaTb 3aKpbITbii U OTKPbITbIN
K/I0UYN N NONYyUYnTb cepTudunKaT OTKpbITOro kitoya B YL,

TpeboBaHna K TeXHUWYECKMM W NpOrpaMMHbIM CpeAcTBaM KOMMbIOTEpa, Ha KOTOPbIA
ycTaHaBnuBaeTca ISA cepBep, onpeaensoTcs B AOKYMEHTauuw, MNOCTaBfsieMOM BMeCTe C AaHHbIM
cepBepoM. [OMOAHUTENBHO, Ha KOMMbOTEP AO/MKHbI 6bITb ycTaHoBneHbl CK3W «Kpuntollpo CSP» un
MOAY/b NOAAEPXKM CceTEBON ayTeHTUdMKaumm Kpuntollpo TLS.

[Ona BO3MOXHOCTM YCTAHOBNEHUS 3aLUMLLEHHOIO COeAUHEHWUS MexXAy KIMEHTOM U CepBepoM
ISA Heobxo4MMO BHauvane BbINYCTUTb CePTUMUKAT OTKPbLITOrO K4a, KOTOpbIA 6yAeT MCNnosb30BaTbhCs
AN CEPBEPHON ayTeHTUdMKaunm no npotokony TLS.

TpeboBaHus K cepTuduUKaTy:

e uMsa ceptudukata (Common name) AO/MKHO COBMagaTb C MMeHeM nybankyemoro
Web-cepBepa npuknagHon cuctembl. Hanpumep: pif.nikoil.ru

e 065acTb MCMOIb30BaHMSA Kitova AOJKHA coaepXaTb: <<AYTeHTVI(bVIKaLI,VIF| Cepsepa»

[aHHbIh cepTudmkat ponxeH 6bliTb ycTaHOBNeH Ha cepBep ISA B npuBsaA3ke C K/IHOYOM
noANMCKU (3aKpbITbIM KI0YOM). [py 3TOM 3aKpbITbIM KAKOY NOAMUCK AO/MKEH 6biTb MOMELWEH B peecTp
OcC.

Bbinyck wn ycTtaHoBKa cepTudukata ocyuwecrtsnsercs uyepe3a APM nonb3oBatenss LleHTpa
pernctpaumun. MNMopsiaok AeNCTBMIN onpeaensieTcs B MHCTPYKLUMKW NOJSb30BaTesto.

10.5. Moaynb Kpuntollpo EFS

Ona 3awutbl KOHbUAEHUMaNnbHOW WHpOpMauMMm npu ee XxXpaHeHunm Ha [19BM
ucnonb3yetca moaynb Kpuntollpo EFS. Moaynb obecneunBaert:

- KOHWUAEHUManbHOCTb XpaHuMmon wuHdbopmauun (wudpoBaHue dannos, XpaHs-
wwuxcs B pasaenax NTFS B cooTBeTcTBMKM C anroputmomM FOCT 28147 89);

- KOHTPOJIb LENIOCTHOCTU XpaHsawencsd wuHdopMauun (BbluMcieHne/npoBepka
MMUTOBCTaBKM B COOTBETCTBUM C anroputMom TOCT 28147 89);

- COBMECTHbIN AOCTYN K 3alUMLLEHHbIM alinaM rpyrnne rnosb3oBaTenen;

- yAaneHHas paboTta c 3awuweHHbIMM darinamu, pasMewaembiMm B Web-nankax
(Web Distributed Authoring and Versioning - pacnpegeneHHas cmctema xpaHeHus ¢ainnos C
aoctynom yepes Web nnn WebDAV);

- wndposaHune obwmx dannos (CIFS);
- BOCCT@HOBJ/IEHME [aHHbIX B Cfy4Yae YyAaneHus TroJib3oBaTeNieil M3 CUCTEMBI,

KOMMNpoOMeTaunun nian yTpaTtbl 3aKpbITOro Kjio4a nosib3oBaTtens.
10.6. [llopgpep>ka npoTokosa IPSec

Ons 3awmTtel IP-coeanHeHnn no npotokony IPSec B CK3U peanvsoBaHbl MOAYM MPOTOKOJI0B
Kpuntolpo IKE, KpunTtollpo ESP, Kpuntollpo AH B COOTBETCTBMM C AOKYMEHTaMW, pa3paboTaHHbIMK
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rpynnomn IPSec no pekomeHaaunm TeXHNYECKOro KoMUTeTa No cTaHaapTusaummn "Kpuntorpaduyeckas
3awmTa nHdpopmaumn" (TK 26):

MeToaudeckue pekoMeHaaumnm no Wcnone3oBaHmlO TOCT 28147-89, TOCT P 34.11-94
n FOCT P 34.10-2001 npu ynpasneHun knovamm IKE n ISAKMP. TlMpoekT nepBon pegakuuu,
nionb 2012( rus-fedchenko-cpike-ipsecme-gost-00-rt).

MeToandeckme  pekOMeHZauMu MO  MCNOSb30BaHUK  KOMBUMHWMPOBaHHOro  anroputMa
wudpoaHmsa BnoxeHun IPSec ESP Ha ocHose TOCT 28147-89. lNpoeKkT nepBon peaakuumu, UioNb
2012 ( rus-fedchenko-cpesp-ipsecme-gost-00-rt).

MeToamnyeckme pekoMeHAauMu Mo WCMONb30BAaHUIO anropuTMoB obecneyvyeHuss LLeSloCTHOCTU
IPSec (AH, ESP) Ha ocHoBe IOCT P 34.11-94. lpoekT nepBoW pegakumu, anpenb 2012 (rus-
fedchenko-cpah-ipsecme-gost-00-rn).

10.7. Tpuno)xeHne KOMaHAHOM CTPOKM

Moaynb 3awunTbl haiaoB 1 COOBLWEHNA C UCMOSIb30BAHMEM KJIHOUYE CUMMETPUYHON U
aCCUMETPUYHOM Kpuntorpadum.

10.8. AyTeHTuUdUKaumsa B gomeHe Windows

Kpuntolpo Winlogon npeaHasHaveH ana ayteHTUduMKaumMmn nosb3oBaTtesien B JOMEHe
Microsoft Windows ¢ ncnonb3osaHnunem Enterprise CA, KpunTtollpo YL nnu apyrux cOBMeCTUMbIX
LEeHTPOB cepTudUKaumu.

Moaynb Kpuntollpo Winlogon peanusyeT paboTy ¢ POCCMUCKUMU KpnnTOorpacnyeckmmm
anropuTMaMm ANns rnepsBoro wara paclmpeHHoro npotokona Kerberos B cootBetctBum ¢ RFS 4556.
Public Key Cryptography for Initial Authentication in Kerberos (PKINIT), June 2005.

10.9. Wcnonb3oBaHue pyHKkummn CSP ypoBHS siapa

onepaunoHHOW CUCTEMBI

Moaynb YpOBHSI siApa OMepauMOHHOW CUCTEMbl MNO3BONSIET WCMNOJIb30BaTb OCHOBHbIE
Kpuntorpaguyeckmne dyHkumm (wndposaHme/paclindpoBaHne, NpoBepka MOAMUCKU, XELUMPOBaHUE)
Ha ypoBHe a4pa OnepauMoOHHOW cucTeMbl. [JaHHbI MOAy/Mb B MEepBYH odyepeab npefHasHavyeH ans
NCMNOJSIb30BaHUS B MPUNOXEHUSX YPOBHS siapa onepauuoHHon cucTtembl (wudpaTtopbl IP npoTtokona,
)KECTKOro Aucka u T.4.). MHTepdeiic Mmoayns aHanornmyeH nHTepdericy CSP ypoBHS nonb3oBaTtens, C
TEM MCKJ/IIOYEHUEM, YTO OH HEe MNO03BONSIET paboTaTb C CEKPETHbIMM K/lOYaMWM MoSib3oBaTeNs U He
NnpeaocTaBfsieT OKOHHbIN UHTepdelic. MoapobHee 06 WCNOAb30BaHMW MOAYNAS CM. [AOKYMEHT
"XTAN.00050-03 90 05. Kpuntollpo CSP. PykoBoAcTBO nporpamMmucra’.

10.10. NMpnMepsbl ncnonblosaHua CK3U

Onsa paspabotumkoe B coctas auctpmbytmnea CK3U XKTAKM.00050-03 BkaovaroTcs
pekoMeHAaumu, coaepxawme onumcaHme uHTepdenca TLS, noamHoxectBo CryptoAPI 2.0,
peanusyemoe 6bubnmnotekon capilite.dll, n npumepbl MCNoNb30BaHUA Ha YPOBHE Bbl30BA OCHOBHbIX
dyHKkumn CryptoAPI 2.0. B coctaB auctpubyTtmBa BK/IOYEHbI TaKXKe NpuMepbl ucnonb3osaHns CSP Ha
ypoBHe sapa OC, noanucu/nmpoBepkn noanucu XML, wucnonb3oBaHuss xenroll, capicom, Bbi30B
dyHKumn CSP yepes nHtepdenc CSP.

Bonbwoe KonuMyecteBO MpuMepoB uMCNonb3oBaHua dyHkunn CryptoAPI 2.0, CAPICOM,
Certificate Services Bxoaut B AokyMmeHTauutio MSDN u B MHCTpyMeHTapuii paspabortumka Platform
SDK.

Ha cepsepe KpunTo-Ipo (http://www.cryptopro.ru/CryptoPro/forumz2/) BefeTcs
KOHdepeHUna no BOMpocaM WCNONb30BaHUSA Kpuntorpaduyecknx GyHKUN n  cepTudukaTos
OTKPbITbIX K/OYEN U Koven nposepku Jr1.
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11.

2.0.

N3MeHeHUns

11.1. WN3MeHeHus, BHeceHHble B KpunTtollpo CSP Bepcun 1.1

e U3MeHeH 6a30Bblli MAEHTUDUKATOP, UCMOJb3YEMbIN AN MpeAcTaBNeHUs anropuTMoB B
cepTudmkaTax U Kpuntorpamyeckmx coobLieHmsax;

e lI3MeHeHO npeacTaB/ieHMe MapaMeTpoB P, (, a, Y3/I0B 3aMeHbl Xew-(QyHKUun wn
wndpoBaHUa B cepTudmKaTax OTKPbITbIX Koyen n dopmarte coobweHuin S/MIME (PKCS#7,
RFC 2630). B cBs3u ¢ 3TuM, Bepcmsa 1.0 He coBMecTuMa c Bepcuen 1.1;

e [lo6aBneHo otobpaxeHune anroputmoB NOCT B ananorax MO Microsoft Outlook Express
n MO Microsoft Outlook;

e [lobaBneHa noaaepkka anekTpoHHoro 3amka "Cobonb" (HUM NHdopm3awmTa);
e [lob6aBneHa pernucrpaums ycrtaHosneHHon sepcum Kpuntollpo CSP;

e O6ecneueHa nogaepxka Kpuntolpo CSP B OC Windows ME;

e YpaneHa noagepxxka OTKPbITbIX KAlOYen agnnHon 512 6u;

e (Ob6ecneyeHa pabotocnocobHocTb ¢ Internet Explorer 5.5;

e PeanunsoBaHo xpaHeHue cepTUdUKATOB OTKPbITbIX KAlUen M Kwuein nposepku I B
K/110UEBOM KOHTEMNHepe;

e PeanusoBaHa BO3MOXHOCTb YCTaHOBKM cepTudmKata nonb3oBaTens W3 KIKYEBOro
KOHTelHepa B cnpaBoyHuK ceptudukatos Windows n3s naHenu ynpasneHus KpuntollPO CSP.

11.2. WN3MeHeHusn, BHeceHHble B KpunnTtollPO CSP Bepcuu

PeannsoBaHa BO3MOXHOCTb YCTaHOBKM cepTudmKaTa B CnpaBovYHUK cepTudukatos Windows u
popMMpoBaHMeE CCbISIKMU C JIMYHBLIM 3aKPbITbIM K/IIOYOM MO/b30BaTeNS U3 MaHeNu ynpasfieHus
KpunTtolPO CSP;

PeannsoBaH wHTepdenc CMeHbl W yaaneHus napons KAKYeBOro HOCUTENS W3 NaHenu
ynpasneHusa Kpuntollpo;

Ob6ecneyveHa nopgaepxka Kpuntollpo CSP B OC Windows XP;
PeanusosaH nHtepdenc PC/SC ans paboTbl CO cUMTbIBATENSMU CMapT-KapT;
[Nob6asneHa nogaepxka UCB kntouen eToken;

PeanusoBaHbl anropuTMbl AuBepcUdUKauMm KYen W ayTeHTUudukaumm, no3BonsoWwmne
BbIMyCKaTb U 06CNyXnBaTb UHTENNEKTYasNbHble kapToukn "Ockap 1.*" n PUK-1, peanusyrowmne
anroput™ wudposaHua MOCT 28147-89;

PeanusosaH anroputm 2I1 B cootBeTcTBum ¢ NOCT P 34.10-2001;

MoppnepxuBatotca  Habopbl  napametpoB [OCT P 34.10-2001, 3annaHupoBaHHbie K
MCMNOMb30BaHNUIO B MHTENNEKTYanbHbiX kKapTtax "Ockap 2.*" n PUK.

11.3. WN3MeHeHusn, BHeceHHble B KpunTtollPO CSP Bepcuu

UcknoueHa nogaepxka OC Windows 98/ME (Ha aTux nnatgopMax BO3MOXHO MCMNOSIb30BaHNE
Kpuntollpo CSP Bepcumn 2.0, KOoTOpas COBMeCTMMAa MO BbINOJIHAEMbIM KPUNTOrpaduyeckmum
dyHkumam ¢ CK3U Kpuntollpo CSP Bepcumn 3.0);

Ob6ecneyeHa nopaepxka OC Windows 2003; pobasneHa nogaepxka nnatdopm Linux 7, 9,
FreeBSD 5, Solaris 9 Update 4 (paHee Tonbko Solaris 8);

PeannsoBaH npoTtokon ceTeBon ayteHTudukaumm Kpuntollpo TLS B CK3WM Ha Bcex
nnaTtgopmax;

Ha UNIX-nnatdopmax gobasneHbl mMoaynu o6paboTku cepTMdUKATOB OTKPbITbIX KOYEn u
NOAAEPXKKWN CMUCKA OTO3BAHHbIX CEPTUPUKATOB;

Ha UNIX-nnatdopmax gobasneHbl Moaynn paboTbl XpaHuamwammn ceptudukaTos;

Ha UNIX-nnatdopmax pobasneHbl Moaynm o6paboTkM MNoANMCAHHbIX, 3aWM@POBAHHbLIX U
Apyrux coobuweHnin dopmata CMS (PKCS#7);

Ha Windows-nnatdopmax anobasneHbl mMoaynm ob6paboTkm nognmcaHHbix XML coobuieHui
(XMLdsig);
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3.6.1

Ha Windows-nnatdopmMax pacwupeHa noaaepxka Microsoft Office (Word, Excel, InfoPath,
Outlook);

YnydweHa MacwtabupyeMocTb Ha MHoronpoueccopHbix SMP n HyperThreading cucremax;

YBenunyeHa Npon3sBoaUTENbHOCTb KpunTorpaduyeckmx npeobpasosaHuin Ha nnatdopmax IA32
B 2-3 pa3sa.

3akpbiTble kAtoum FOCT P 34.10-94 HameueHbl K yaaneHuio B 6yaywmnx sepcmsax "KpuntolPO
CSP", 0 yuéMm BbIgaéTcsa Npeaynpexaatouiee coobueHne B MOMEHT UX CO34aHMS.

K cywecTBylowmmM cnocobam ynpasneHus kaovamn gobabneHa BO3MOXHOCTb OCYLLECTB/IEHUS
3alUMThl KJTOYa NpyU NOMOLLM 3alwndbpoBaHUS aHHOIO 3aKpbITOr0 K/o4Ya Ha APYroM 3aKpbiTOM
K/OYE W NpU MNOMOLWM pasfeneHnss AOoCTyna K HeMy MeXAy HECKONbKUMU KIHYeBbIMU
HOoCUTENsIMK;

B coctaB CK3WM Ha Bcex nnatdopmax aobasneHa peanusauus Kpuntonposangepa B dopme
ApaviBsepa;

WcnonHeHus, obecneumBarowme 3awmuTy knacca KC1, peannsoBaHbl AN KpunTonpoBanjepa B
dopMe noarpyxxaemom 6ubnuoteku;

WcnonHeHus, obecneumBawme 3awmty knacca KC2, peanusoBaHbl Ans KpunTonposanaepa
B hopMe cepBMCa XPaHEHUS KIIHOYeEN;

B cBaA3nM c pacwupeHneMm noadepxusaembix nnatdopm Kpuntollpo CSP Bepcun 3.0
peanu3oBaHo B 10 WCMNONHEHUAX, OTAMYAKOWMUXCA MNpOrpamMMHo-annapaTtHoOM cpeaon
(YHKLUMOHMPOBaAHMS, COCTaBOM MpPOrpaMMHbIX MOAYNEN U KlacCoM 3awuTbl "TpeboBaHun K
cpeacTsaM Kpuntorpaduryeckon 3amnTbl KOHPUAEHUNnaNbHOW NHpopMaumn”.

11.4. WN3MeHeHus, BHeceHHble B KpunnTtollPO CSP Bepcuu

O6HOBNEH M pacwupeH nepedyeHb NporpaMMHo-annapaTtHbiX cpea. Kpuntollpo CSP Bepcuun
3.6 PyHKUMOHUPYET B NpOrpaMMHoO-annapaTHbIX cpeaax, NpMBeAEHHbIX B M. 2:

B Koae ucknitoveHa BO3MOXHOCTb Mcnofb3oBaHusa ctaHgapta FOCT P 34.10-94.

B cocTtaB OCHOBHbIX Moaynen BkatodeH Winlogon - Moaynb ayTeHTUdMKaumm nosb3oBaTens B
aomeHe Windows;

B coctaBe aBTOHOMHOro APM ncnonb3yeTcs yTuanTa BblpaboTKM raMMbl; UCMONb3yeTcs ramma
nocrtasLwnka ansa nHnumanusaumm NACH;

PacwupeH BHewHun wuHTepderic CK3W pana obecneveHna paboTbl npoBangepa C
PyHKUMOHaNbHbIM KtoYeBbIM HocuTenem (OKH), cornacoBaHus Ko4veln ANs UCMNOSb30BaHUA
B peanusauuax npotokona IPSec, paboTbl C APYrMMU MPUSOXKEHUAMU;

PeannzosaHo ncnonHeHne CK3U c obecneveHmem knacca 3awmtbl KC3 (ucnonHexnue 3);
BHeapeHa 6ubnunoteka 64-pa3psagHon apudmMeTnku;
YcoBepLleHCTBOBaHbI PYHKLUNM BbIYNCIEHUS KPATHOW TOUKM ISTMNTUYECKON KPUBOW;

M3MeHeH Koa acceMbnepHblx BCTaBOK noa komnunsitop JASM ans yHUpUUMPOBaHHOIO
ncnonb3osBaHua Ha nnatdopmax Windows, Linux, FreeBSD, SPARC Ha nnaTtdopme Intel;

Ob6ecneyveHa peanusauuns npotokona EAP/TLS;

MepepabotaH papamBep HacTporikm OC wn kKoHTpons uenoctHoctn MO CK3UM B cBsA3M C
M3MEHEHMEM KOAa ONnepaunOoHHbIX CUCTEM U paclumpenmnsa nx nepedns (Windows Vista/2008);

BBegeHo orpaHuyeHme obpaboTkm uHdopmauum B pexmnme CRYPT_SIMPLEMIX_MODE Ha
0AHOM Knto4e He 6onee 4 merabanta, npn ncnonb3oBaHuu anroputMa NOCT 28147-89.

11.5. N3MmeHeHuns, BHeceHHble B KpmnnTollPO CSP Bepcum

[ob6asneHbl ucnonHeHus 3 — 5 knacca 3awmTtbl KC3;
Ob6ecneyveHa pabota ¢ wudpytowen dannoson cncremor Kpunrtollpo EFS;
[Job6asneH moaynb npotokonoB Kpuntollpo IKE, ESP.
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12. NHdopMaumsa gns nosnb3oBaTenien

Ona nonyyeHms A[ONOAHUTENbHOM MHMOPMauMM O AAaHHOM MPOAYKTE, a TaK Xe 0
apyrmx npoayktax OO0 "KPUMTO-MPO", MoxHO obpawaTtbcsa No agpecy:

Cnyxb6a MapKeTuHra n TexHu4deckon noaaepxkmn Kpunto-Iipo.

127018, MockBa, Cywesckunii Ban 18, OO0 "KPUMTO-MPO".

TenedoH: +7 (495) 995 4820

dakc: +7 (495) 995 4820

e-mail: info@CryptoPro.ru  WWW: http://www.CryptoPro.ru
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